DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION 3-5 FACILITY CLEARANCE REQUIRED
ecret
{The requirements of the Dol Indsinial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to aN aspects of this effort) Secret
2. THIS SPECIFICATION 15 FOR: (X and complete as appiicabia) 3. THIS SPECIFICATION IS: (X and complefe as applcablel
a. PRIME CONTRAGT NUMBER a. ORIGINAL [Complals date i al cases) Dabe (Y'Y YWD
[] |Nna < 20040713
b SUBCONTRACT NUMBER b. REVISED (Supersedes Revision No. Date (Y¥Y YAMMOD)
alf prewinns Specs)
0 |na L]
c SOLICITATION OR OTHER NUMBER Due Date (¥¥¥YMMDL} c FINAL {Compiate lfem 5 it afl cases) Dabes (Y7 ¥HWOD)
Bd | W15P7T-04-R-G210 TBD 1

4. 15 THIS A FOLLOW-OM CONTRACT?

YES |_L1 | NO. If Yes complels the following
Classified material received or generated under DAABO7-01-D-E502 (Preceding Contract Mumber) is fransfemed ko this follow-on contract

5. 15 THIS A FINAL DD FORM 2547 ] | YES

, retenttion of the identified

In respanse to the confractor's request dated

6. CONTRACTOR (Mclide Commercial and Governmert Emtity { CAGE) Code)

L_i] NO. If Yes complete the following

classified material is authorized for the pariod of

a NAME, ADDRESS, AND ZF CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFIGE [Naaw, Address, and Zip Code)
Northrop Grumman/Mission Systems 0J198 Defense Security Service

Tactical Systems Division (S41GA1), (S41GA2)

1800 Glenn Curtiss Street 1149 W. 190™ Street, #2026

Carson, CA 90749 Gardena, CA 90248

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND JIP CODE b. CAGE CODE c COGNILANT SECURITY OFFICES { Mame, Addness, and Zip Code)
N/A N/A N/A

8. ACTUAL PERFORMANCE

a LOCATION b. CAGE CODE . COGNLIFANT SECURITY OFFICE {Name Address, aod Jp Code)
Northrop Grumman/Mission Systems OI198 Defense Security Service

Tactical Systems Division (541GAL), (S41GA2)

1800 Glenn Curtiss Street 1149 W. 190™ Street, #2026

Carson, CA 90746 Gardena, CA 90248

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

This Systems Engineering and Integration (SE&I) contract of the Force XX| Battle Command Brigade and Below {(FECB2)
System is a follow-on contract that will acquire the technical and engineering support to maintain accepted software and
products delivered under the previous SE&I contract and cover all activities required for evolution of FBCB2 version 6.4
software to the FBCB2 Product Line Objective Architecture (PLOA) and its associated products.

=
m
{47]

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | WO | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: NO
A CONMMUNICATIONS SECLRITY [CCIISEC:I E D a HAVE ACCESS TD CLASSIFIED INFORMATION OMLY AT ANOTHER D E
INFORMATION COMTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA E b. RECENE CLASSIFIED DRJCUMENTS ONLY D E
c CRITICAL NUCLEAR WEAPON DESIGN INFORMATION E . RECENVE AN GEMERATE CLASSIFIED MATERLAL E I:l
d. FOHMERLY RESTRICTED DATA: D E d. FEF_W:HTE, MODIFY, OR STORE CLASSIFIED HARDWARE E
8. INTELLIGENCE INFORMATION: &, PERFORM SERVICES ONLY Ll
{1} Sensitive: Compartmented Informaion (SCI) 1  HAWE ACCESS TO LS. CLASSIFIED INFORMATION OUTSIDE THE U.5., PUERTO B | O
RICE, LS. POSSESSIONS AND TRUST TERRITORIES
12 NonSCl 3] [0 |9 BEAUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL [ ]
INFORMATION CENTER (DTG} OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCLSS INFORMATION ] h. REGUIRE A COMSEC ACCOLNT BT ] |
@ MATO INFORMATION W] i, HAVE A TEMPEST RECUIREMENT =
h. FOREIGH GOVERNMENT INFORMATION _D [<] | HAVE OFERATIONS SECURITY [OPSEC) RECLIREMENTS ] O
i LIMITED DISSEMINATION INFORMATION D E k. BE AUTHORIZED 10 USE THE DEFENSE COURIER SERVICE D E
|. FOR OFFICIAL USE ONLY INFORMATION ] O |\ omer (specm. W] B |
k. OTHER Specdy) E D
Umbradla mmty Seclion
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Previous editions are obsolete



1Z PUBLIC RELEASE Any information (classified or unclassified) periaining to this contract shall not be releasad far public di inaition cxcept 85 provided by the industrial
Sacurfty Manual or unless it has been approved for public ralease by appropriate 115, Govemment autharty. Froposed public relsase shall be submitted for approval price o releass

IEI i Through {Specify):

PM FBCB2, SFAE-C3T-FB

Bldg 2525, RM 2210, Fort Monmouth, NJ 07703-5408

1o the Direciorae for Freedom of Information and Security Review, Office of the Assistant Secretary of Defanse (Public Asirs)® for review,
"In the casa of nonHDol User ies, requests for disciosune shall be submilied to that 3
13 SECURITY GLIDANCE. The security classication guidance needed for this offort is idanthed beiow. I any dfficulty is encourtened in applying this guidance of il arry ather contributing factor iIndicatas
& nesad for changes in lhis guidance, the conracior is sulhorized and encouraged 1o provide recommended changes: o chasllenge the guidance or classficalion assigned Lo any irfarmation or matarial
furmished or generabed under this contract; and to submit any questions for inerpretation of this guidancs to the cfficial identilisd belos. Pending final decision, 1he imformation irmohed shall be handied and
protected gt the highest level of classification assigned or recommendad. {FW i ag aparopriate for the dlassed affort. Affach, or fovwand wider separaie cuvespondance, any documenbiuidestdacts
referenced henpn. Add sddbonsd pages a8 Nedded fo providke compleis QunEnce.

10a./11h. Accountable COMSEC information/material will be processed IAW DOD 5220.022-S, COMSEC Supplement. Additional
Security Guidelines for COMSEC, Appendix G.

10e.(2) Intelligence: Materials Access Required, Appendix H.

10j. Safeguarding "FOR OFFICIAL USE ONLY" (FOUOQ) information, Appendix F.

10k. Enclose attached and dated Security Section from Scope of Work.

11c. The contractor will receive and generate classified documents or other material and will require detailed security guidance. "Any
classified information generated in performance of this contract or subcontract shall be classified according to the markings shown on
source material.”

11d. Use proper handling and storage procedures for EPLRS, SINCGARS, and any follow on radios designated for use on the tactical
interet and the L-Band Transciever and any follow-on transcievers for Blue Force Tracking loaded with classified COMSECG key.

11f. Germany, Kuwait and other OCONUS Operation Centers to support FBCB2-Blue Force Tracking (BFT) as mission dictates,

11g. Contractor will prepare DD Form 1540 and DD Form 1541 in advance of any work to be performed through the office listed in Blk 12
for authorized access to DTIC.

11j. OPSEC requirements IAW NISPOM and AR 530-1, Operations Security.

13a. Contractor personnel performing Information Technology (IT) sensitive duties are subject to investgative and assignment
requirements IAW AR 25-2, AR 380-67 and affiliated regulations.

13b. Classified information will be protected IAW the National Industrial Security Program Operating Manaual (NISPOM), DODD
5220.22-M, Chapter 5.

13c. All personnel proposed for working under this confract that handle classified information, must possess a SECRET clearance.

13d. Point of Contact Project Manager Force XX Battle Command Brigade and Below (PM FBCB2) Information Assurance Security

Officer (IASQ), Mr. Jack Saylor, 732-427-2784, jack saylorus.army.mi

ZH s o dae

/ Jack R. Sayler Thomas FPlavcan
IASO, ESP Inc. Deputy, PM FBCB2
PM FBCB2
14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are establishad for this contract. (I Yes, dlentify e pesfiment q“u Elm
romrrciual chauses i the contract documen dsef, or provite an aporoTEe Statement wivch idenllies ihe addiinmal equements. Prowde 8 copy of e requrements
o e eognizaet security office.  Lise Saim 1.3 i adoifionsl space i neded )

15. INSPECTIONS. Elements of this contract ane outside the inspection respansibility of the cognizant security office. (IF Yes, explair and identiy specic arags o i Yes E Mo
ekevhenls cavwved ool and e acivily responsiie f nspectiong.  Lise em 13 # additional 5pace is peeded.

16. CERTIFICATION AND SIGNATURE. Securily requirements. stated herein are complete and adequate for safeguarding the classified information to be released or
| generated under this classified effort All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TILE c. TELEPHOMNE (Tnciude Amea Code)
Alex I. Matejka Contracting Officer 732-532-4916
d ADDRESS (Include ZIF Coda) 17. REQUIRED DISTRIBUTION

USACECOM
AMSEL-ACCB-RT-K
Fort Monmouth, NJ 07703-5008

& SIGNATURE

a CONTHACTOR
b SUBCONTRACTOR

e, DOGHIEANT SECURITY OFF ICE FOR PRIME AND EUECONTRACTOR

d. LLE ACTRATY RESPONSIELE FOR OVEREFAS SECURITY ADMMESTRATICN

. ADMINIETRATIVE CONTRACTING OFFICER

b i o

I. OTHERE AS NECFSRARY

DD Form 254 (BACK), DEC 1999



CONTRACT # N/A
SOLICITATION # W15P7T-04-R-G210

APPENDIX F

SAFEGUARDING “FOR OFFICIAL USE ONLY" (FOUQ) INFORMATION
Provided by the Deputy Chief of Staff for Intelligence (DCSINT)

1. The “FOR OFFICIAL USE ONLY" marking is assigned to information at the time of its creation in a DOD User
Agency. It is not authorized as a substitute for a securily classification marking but it is used on official
Government Information that may be withheld from the public under exemptions 2 through 9 of the Freedom of
Information Act.

2. Other non-securily markings such as “Limited Official Use” and “Official Use Only” are used by non-DOD User
Agencies for the same type of information and should be safegnarded and handled in accordance with instructions
received from such agencies.

3. Use of the above markings does not mean that the information cannot be released to the public, only that it must
be reviewed by the Government prior to its release, to determine whether a significant and legilimate Government
purpose is served by withholding the information portions of it.

4. IDENTIFICATION MARKINGS:

a. An unclassified document containing FOUO information will be marked “For Official Use Only” at the
bottom of the front cover (if any), on the first page, on each page containing FOUQ information, on the back page,
and on the outside of the back cover (if any). No portion marking will be shown.

b. Within a classified document, an individual page that contains FOUQ and classified information will be
marked at the top and bottom with the highest security classification appearing on the page. If an individual portion
contains FOUQ information but no classified nformation, the portion will be marked ‘FOUQ.

¢. Any “FOR OFFICIAL USE ONLY™ information released to a contractor by a DOD User Agency is
required to be marked with the following statement prior to transfer;

THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE
UNDER TIE FOIA. EXEMPTIONS APPLY.

d. Removal of the “FOR OFFICIAL USE ONLY” marking can only be accomplished by the originator or
other competent authority. When “FOR OFFICIAL USE ONLY™ status is terminated, all known holders will be
notified to the extent possible.

5. DISSEMINATION: Contractors may disseminate “FOR OFFICTAL USE ONLY” information to their
employees and subcontractors who have a need for the information in connection with a classified contract.

6. STORAGE: During working hours “FOR OFFICIAL USE ONLY™ information shall be placed in an out-of-
sight location if the work area is accessible to persons who do not have a need for the information. During non-
working hours, the information shall be stored to preclude unauthorized access. Filing such material with other
unclassified records in unlocked files or desks is adequate when internal building security is provided during non-
working hours. When such intemal security control is not exercised, locked buildings or rooms will provide
adequate after hours protection or the material can be stored in locked receptacles such as file cabinets, desks or
bookcases.

7. TRANSMISSION: “FOR OFFICIAL USE ONLY” information may be sent via first-class mail or parcel post.
Bulky shipmenis may be sent fourth-class mail.

8. DISPOSITION: When no longer needed, FOUO information may be disposed of by tearing cach copy into
pieces to preclude reconstructing, and placing it in a trash container or as directed by the User Agency.

9. UNAUTHORIZED DISCLOSURE: Unauthorized disclosure of “FOR OFFICIAL USE ONLY™ information
does not constitute a security violation but the releasing agency should be informed of any unauthorized disclosure.
The unauthorized disclosure of FOUQ information protected by the Privacy Act may result in criminal sanctions.

10. Point of contact is the DCSINT, DSN 987-5875, Commercial (732) 532-5875.



CONTRACT # n/a
SOLICITATION # W15P7T-04-R-G210

APPENDIX G

ADDITIONAL SECURITY GUIDELINES FOR COMSEC
Provided by the Deputy Chief of Staff for Intelligence (DCSINT)

Contractor Generated COMSEC Material: Any material generated by the contractor (including, but not limited to:
correspondence, drawings, models, mockups, photographs, schematics, status programs and special inspection reports,
engineering notes, computations and training aids) will be classified according to its own content. Classification
guidance will be taken from other elements of this Contract Security Classification Specification, DD Form 254,
Government furnished equipment or data, or special instructions issued by the Contracting Officer, or his/her duly
appomted represcntative,

REQUIREMENTS:

I. Contractor employees or cleared commercial carriers shall not carry classified COMSEC material on commercial
passenger aircraft anywhere in the world without the approval of the procuring contracting, officer.

2. No contractor generated COMSEC or govemment furnished material may be provided to the Defense Technical
Information Center (DTIC). Contractor generated technical reporls will bear the statement "Not Releasable to the
Defense Technical Information Center per DOD Dircctive 5100-38."

3. Classified paper COMSEC material may be destroyed by burning, pulping, or pulverizing. When a method other than
burning is used, all residue must be reduced to pieces Smm or smaller in any dimension. When classified COMSEC

material other than paper is to be destroyed, specific guidance must be obtained from the User Agency.

4. The following downgrading and Declassification notation applies to all classified COMSEC information provided to
and generated by the contractor:

DERIVED FROM: NSA/CSSM-123-2
DECLASSIFY ON: Source Marked "OADR" (il generated before 1 April 1995)
DATE OF SOURCE: (Date of document from which information is derived)

5. All contractor personnel to be granted access to classified COMSEC information must be 11.S. citizens granted
FINAL clearance by the government prior to being given access. Immigrant aliens, interim cleared personnel, or
personnel holding a contractor granted CONFIDENTIAL clearance are nol cligible for access 1o classified COMSEC
mformation released or generated under this contract without the express permission of the Director, NSA.

6. Unclassified COMSEC information released or generated under this contract shall be restricted in its dissemination to
personnel involved in the contract. Release in open literature or exhibition of such information without the eXpress
written permission of the Director, NSA, is strictly prohibited.

7. Recipients of COMSEC information under this contract may not release information to subcontractors without
permission of the User Agency.

8. The requirements of DOD 5220-22-5 are applicable to this effort.

9. Additional notices to be affixed to the cover and title or first page of contractor gencrated COMSEC documents;

a. "COMSEC MATERIAL - ACCESS BY CONTRACTOR PERSONNEL RESTRICTED TO US.
CITIZENS HOLDING FINAL GOVERNMENT CLEARANCE."

b. "THIS PUBLICATION OR INFORMATION IT CONTAINS MAY NOT BE RELEASED TO FOREIGN
NATIONALS WITHOU'T PRIOR. SPECIFIC APPROVAL FROM THE DIRECTOR, NSA. ALL APPROVALS WILL
IDENTIFY THE SPECIFIC INFORMATION AND COPIES OF THIS PUBLICATION AUTHORIZED FOR
RELEASE TO SPECIFIC FOREIGN HOLDERS. ALL REQUESTS FOR ADDITIONAL ISSUANCES MUST
RECEIVE PRIOR SPECIFIC APPROVAL FROM TIIE DIRECTOR, NSA."

10. Point of contact is the DCSINT, AMSEL-ML.



CONTRACT # N/A
SOLICITATION # W15P7T-04-R-G210

APPENDIX—H

INTELLIGENCE MATERIALS ACCESS REQUIREMENTS
Provided by the Deputy Chief of Staff for Intelligence (DCSINT)
(Updated 2 June 2004)

1. No Intelligence materials are to be provided in support of the contract without the prior approval of the
Deputy Chief of Staff for Intelligence (DCSINT), US. Army Communications-Electronics Command
(USA CECOM). Any intelligence materials so provided will be disseminated solely by the DCSINT, and
will be accompanied by both a Letter of Instruction governing control of the materials provided, and a
Letter of Transmittal, identifying the materials loaned and the duration of the loan. This service only
pertains to elements supported by CECOM, DCSINT.

2. All requests for access to intelligence materials will adhere to the following guidelines:

a. Prime contractor requests for intelligence materials access will be sent to the Program/Project
Manager (PM) of the User Activity on official business letterhead with an enclosed copy of the approved
DD Form 254.

b. Subcontractor requests for access to intelligence materials will be forwarded by the prime contractor
to the PM on official business letterhead with an enclosed, approved DD Form 254 for the relevant
subcontract.

¢. PM of the User Activity will forward request through the Contracting Officer (KO) on official
letterhead with the appropriate DD Form 254 and all substantiating documents attached, to be forwarded to
DCSINT for review and concurrence.

3. Point of contact is CECOM DCSINT, AMSEL-ML.



B-17. Security Considerations.

Certification and Accreditation requirements addressed in Department of Defense Instruction
(DoDI) 5200.40, Department of Delense Information Technology Security Certification and
Accreditation Process (DITSCAP), 30 Dec 1997 are based on a continuing engineering and
documentation update process. As new software versions and security functionality are updated
and added, NGMS shall adapt the design of the FBCB2 and applicable embedded Applique
functions to meet Department of Defense, Department of the Army and Program Executive
Olfice Command Control and Communications Tactical (PEO C3T) Information Assurance
requirements. FBCB2 will operate as a Mission Critical System. FBCB2 will be accredited as a
Mission Assurance Category I (MAC I) system with a high level of confidentiality, maximum
classification of data handled by FBCB2 is SECRET and FBCB2 will employ protection
mechanisms that satisfy the criteria for a high level of robustness. IAW DoDI 8500.2,
Information Assurance (TA) Implementation, 06 Feb 2003, Army Regulation (AR) 25-2,
Information Assurance, 14 Nov 2003 and the PEO C3T Information Assurance (IA) Policy for
Developmental Systems, 22 Mar 2004,

NGMS shall update and maintain a complete FBCB2 security architecture for the integrated
information network that incorporates state-of-the-art security devices/functionalities and
simultaneously accommodates multiple levels of classifications as appropriate. Certification and
accreditation requirements as stated in the DITSCAP will be appliecd. FBCB2 Automated
Information Systems (AIS) will be protected as required by AR 25-2 and AR 380-5, Department
of the Army Information Security Program, 29 Sep 2000.

NGMS shall update and maintain the FBCB2 System security plan that incorporates the FBCB2
System’s security architecture and the operational security Standard Operating Procedures and
User Security Manual.

NGMS will continue to provide minimum physical security of the hardware and software in the
operational environment, i.e., lockdown capabilities for the hardware, secure storage for the
software, and other physical security features as required by AR 25-2, AR 380-5 and DoD
5220.22-M, National Industrial Security Program Operating Manual (NISPOM), through CH-2
dated 01 May 2000.

Security documentation showing all of the external interfaces to the FBCB2 System such as
Tactical Internet (TT) Model, Blue Force Tracking (BFT) [.-band Model, All Source Analysis
System (ASAS), Advanced Field Artillery Tactical Data System (AFTDS), Air and Missile
Defense Workstation (AMDWS), Battle Command Sustainment Support System (BCS3),
imagery, Land Warrior (LW), Maneuver Control System (MCS), Forward Arca Air Defense
Command, Control and Intelligence (FAAD C2I) and other such systems as dirccted by the
Department of the Army will be maintained and updated by the contractor when necessary,
based on the requirements of the DITSCAP process.

Contractor personnel performing information technology (IT) sensitive duties arc subject to
investigative and assignment requirements IAW AR 25-2, AR 380-67, Personnel Security
Program, 09 Sep 1988 and affiliated regulations. In performance of this contract, the contractor



may also have to access classified information outside the US in support and maintenance of
FBCB2 Blue Force Tracking (FBCB2/BFT) Operation Centers and OCONUS system fieldings
as the mission dictates.

Classified information/material will be protected IAW the NISPOM and AR 380-5.
Applicable COMSEC classified key material storage and handling procedures will be followed
for EPLRS, SINCGARS and any follow on tactical internct radios and L-band transceivers used
by FBCB2/BFT, iaw DOD 5220-22-S, COMSEC Supplement to Industrial Security Manual for
safeguarding classified material.

Any foreign participation will be handled IAW AR 380-10, Foreign Disclosure and Contacts
with Foreign Representatives, 06 Jun 2003, NISPOM, and affiliated regulations and/or
supplements.
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DEPARTMENT OF DEFENSE

to alf security aspects of this effort.)

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requiremnents of the Dol Industrial Security Manual apply =

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
SECRET

LEVEL OF SAFEGUARDING REQUIRED
SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as sppficatie)

3. THIS SPECIFICATION IS: (X and complete as appiicabie)

DATE fYYY¥UDD)

a. PRIME CONTRACT NUMBER i
X DAAB07-01-D-E502 . CENINNL. Wompions shuts fn St conin] 20010228
b. SUBCONTRACT MUMBER x b. ?EV'IEED REVISION MO, DATE ¥Y¥Y¥asion)
alf
Wi o 1 20030710
e DATE (Y¥¥¥YADD)

c. SOLICITATION OR OTHER NUMBER

DUE DATE (¥Y¥ YMMDD)

c. FINAL {Complete ftermn 5 in alf cases)

4. IS THIS A FOLLOW-ON CONTRACT? X [ves ]

| NO. If Yes, complete the following:

Clazsified material received or generated under

DAABOT-95-D-E604

Preceding Cortract Number) is transferred to this follow-on comtract.

=

5. IS THIS A FINAL DD FORM 2547

In response to the contractor's request dated

Jfet ention of the classified material iz authorized for the period of

NO. If Yes, complete the following:

6. CONTRACTOR (lncinde Commercial and Government Entity (CAGE) Code)

Carson, CA 90746

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGMIZANT SECURITY OFFICE (Name, Address, amd Zip Code)
Northrop Grumman 0I198 Defense Investigative Office
Mission Systems 3605 Long Beach Blvd., Suite 405
1762 Glenn Curtiss Sireet Long Beach, CA 90807-4013
DH3/Lobby

7. SUBCONTRACTOR

a. MAME, ADDRESS, AND ZIF CODE

b.

CAGE CODE

c. COGNIZANT SECURITY OFFICE {Mame, Address, and Zip Code)

8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE | c. COGMIZANT SECURITY OFFICE fName, Address, and Zip Code)
Northrop Grumman 0T198 Defense Investigative Office

Mission Systems 3605 Long Beach Blvd., Suite 405

1762 Glenn Curtiss Street Long Beach, CA 90307-4013

DII3/Lobby

Carson, CA 90746

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

This Systems Engineering and Integration {SE&[} contract of the Force XXT Battle Command Brigade and Below (FBCB2)
System is a follow-on contract that will acquire the technical and engineering support to allow for its continued evolution through
versions 3.5 through 7.0 and beyond, maintain previously accepted sofiware and cvolve the FBCB2 System capabilities.

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES| NO |11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
a.COMMUNICATIONS SECURITY [COMSEC) INFORMATION X  CONTRACTOR S A TTY 51 A COVERNMENT ACTRrY TR X
b. RESTRICTED DATA X | b mecEwE cLassPED DoCUMENTS ONLY X
£. CRITICAL NUCLEAR WEAPDN DESIGN INFORMATION X | . RECEIVE AND GENERATE CLASSIFIED MATERIAL o X
d, FORMERLY RESTRICTED DATA X | <. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X

e, INTELLIGENCE INFORMATION : S s. PERFORM SERVICES ONLY = X
T e——— T [ | A 10 R S AT N ST TRE TS X
i . I I A e N e IF 3
f. SPECIAL ACCESS INFORMATION X | . REWRE A comsEc AccounT X
_g__ NATE INFORMATION R R X | i Have TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X | i HAVE OPERATIONS SECURITY (OPSEC] REGUIREMENTS x
__i.h LIMITED INSSEMINATION INFORMATION X | k BEEAUTHORIFED TO USE THE DEFEMSE COURIER SERVICE X
i, _FOR OFFICIAL USE OMLY INFORMATION X | | . OTHER (Specify) X
k. OTHER (Specify! X e
None

DD FORM 254, DEC 1999

PREVIOUS EDITION IS OBSOLETE. I
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12. PUBLIC RELEASE. Any information fefassiffed or unclassified) pertaining to this contract shall not be released for public dissemination except s provided
by the Industrial Security Manual or unless it has been approved for public releasze by appropriate U.S. Government authority. Proposed public relesses shall

be submitted for approval prior 1o release I: Diiract [ZI Through [Specify)

PM FBCB2
SFAE-C3T-FB
Bldg 2525, Rm 2210

Fort Monmouth. NT 07703
ta the Directorate for Freedom of Information and Security Review, Office of the Assistant Sacretary of Defense (Public Affairs)® for review.

*In the case of non-Dol User Agencies, requests for disclosura shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classifiection guidance needed for this classified affort iz identified below. IF any difficulty is encountared in applying
this guidance or if any other contributing factor indicates a need for changes in thiz guidance, the contractar is authorized and encouraged to provide
recommendad changes; to challenge the guidance or the classification  assigned to any infarmation or material furnished or genersted under this contract:
and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be
handled and protected at the highest lovel of classification assigned of recommended. (Kl in a5 appropriate for the classified effort. Attach, o forward under
separate covrespondence, ary decuments/guidesiextracts referenced herein, Add additional pages as needed to provide complele quidance, )

1. Contractor will require custody of reference material through SECRET. Contractor will not incorporate any of the
CLASSIFIED REFERENCE MATERIAL in documentation without the approval of the activity cited in BLK 12.

2. If approval is granted, the security classification and declassification of the generated material will be derived from the source
material utilized.

3. All personnel proposed fo working under this contract, who handles classified information must possess a SECRET clearance.

4. Contractor must prepare and process a DD Form 1540 and DI Form 1541 through the office listed in BLK 12 prior to
authorized access to DTIC.

5. Classiticd Material will be protected LAW the National Industrial Security Program Operating Manual (NISPOM), DOD
5220.22-M, Chapter 5.

6. Contractor personnel performing ADP sensilive duties are subject to investigative and assignment requitements TAW AR
380-67 and affiliated regulations.

7. Appendage #1 - Additional Security Guidelines for COMSEC.
&. Appendage #2 - Safepuarding "For Official Use Only" (FOUO) Information.

0. Appendage #3 - Intclligence Materials Access Requirements.

14. ADDITIONAL SECURITY REQUIREMENTS. Fequirements, in addition to ISM requirements, are established for this contract. I Yes I Ho
i Yes, identify the pertinent confraciusl clauses in he contract docurment itself, or provide an appropriate stalerment wivch idemtifics the addiional
requirements.  Frovide a copy of the requirermenis o the cogmizant secivity office.  Use Nem 13 if additional space is noeded. )

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. I Yes | ¥ | No
ftf Yes, explain amd identify specifie aress or elements canved out and the activity responaitfe for impections. Use lem 13 if additional space is needed. )

16. CERTIFICATION AND SIGNATURE. Sacurity requirements stated herein are complete and adequate for safeguarding the classified
information to be releasaed or ganerated under thiz classified effort. All questions shall be refarred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE finchide Area Cadel
Nick Justice, Colonel, United States Army Project Manager 732-427-3237
d. ADDRESS fimchnde Zip Code/ 17. REQUIRED DISTRIBUTION

X |a cONTRACTOR
SUBCONTRACTOR
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